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1) Introduction 

ABL Health (ABL) recognises the need for an appropriate balance between openness and 
confidentiality in the management and use of information. Whilst supporting the principles of 
corporate governance and accountability, ABL place huge importance in the confidentiality of 
and security arrangements to safe guard personal information about staff and service users. 
ABL also recognises the need to share service user information with other health organisations 
and other agencies in a controlled manner consistent with the interests of the service user to 
ensure the continuity of care. 

 

In order to meet our legal responsibilities this document sets out the principles for handling 
information collected for, processed on, stored on and transmitted between computers (and 
related equipment) together with manual systems used by ABL. It also covers the 
management control arrangements designed to ensure these principles work effectively in 
practice. 

 

ABL is committed to ensuring that all records and information are dealt with legally, securely, 
efficiently and effectively in order to deliver the best possible care. 

 

2) Policy Statement 

2.1) Objectives 
 

The objectives of ABL’s information governance policy are: 
 
Confidentiality- Protecting sensitive information from unauthorised access or disclosure. 

 
Availability- Ensuring that information is available to users when required 

 
Integrity- Safeguarding the accuracy and completeness of information and computer software 

 
Failure to preserve any of the above can be extremely serious in a clinical workplace, where 
data is often extremely personal. Data may influence the treatment patients receive, it will 
always be required to be reliable and may be required urgently. 

 

2.2) Policy Aim 
 
The aim of the policy is to establish and maintain the security and confidentiality of information, 
information systems and networks owned by ABL. We will do this by: 

 

• Describing the principles of security and explaining how ABL will implement them 

• Developing a consistent approach to security and ensure that all staff fully understand 
their responsibilities 

• Raising staff awareness of current relevant legislation and ensure they fully comply 
with such legislation 

• Ensuring that a high level of awareness of the need for information security is created 
and is integral to all day to day activities at ABL 

• Assessing the training needs of staff in relation to information governance and 
providing all necessary training. 

 

3) Scope of the Policy 
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This policy applies to all information systems, applications, networks, information and any user 
of such. It applies to any location which ABL and its staff operate from. 

 

4) Relevant Standards and Legislation 

ABL will comply with the following legislation: 
a) GDPR/The Data Protection Act (2018) 
b) The Freedom of Information Act 2000 
c) Human Rights Act 1998 (Article 8) 
d) Caldicott sharing of patient identifiable information 
e) The Computer Misuse Act 
f) The Health and Safety at Work Act(1974) 
g) Health and Social Care Act 2000 
h) Common law duty of confidentiality 
i) Professional Standards 
j) Other relevant UK and European Union legislation 

 
The requirement to comply with this legislation and standards will be devolved to employees 
who could be held accountable for breaches of security if they are deemed personally 
responsible. 

 

5) Responsibilities for Security 

This responsibility is also upheld by the Information Governance Board; The Senior 
Information Risk Owner (SIRO) - Mr A Leslie, the Caldicott Guardian - Dr Sheena Bedi, and 
the Assistant Information Governance Lead - Mr R Forrester. 

 

5.1) Director of Performance/Information Governance Lead 
 
The ultimate responsibility for Information Governance lies with the Information Governance 
Lead Mr N Warnett. He is responsible for planning, implementing, monitoring and reviewing 
all Information Governance policies and procedures. 

 

5.2) Medical Director/Caldicott Guardian 
 

ABL’s medical director, Dr Sheena Bedi is responsible for ensuring that the information 
governance policy/practise is consistent with those defined by the NHS. Dr Bedi also has 
overall responsibility for the protecting of patient and service user information and for enabling 
appropriate information sharing. 

 

5.3) Operations Director/SIRO 
 

ABL’s Director of Operations, Mr Andrew Leslie is the SIRO and is responsible for identifying 
and managing any information risks, overseeing information security, incident reporting and 
response arrangements. Mr. Leslie may be supported in his role by one or more Information 
Asset Owners who have assigned responsibility for certain information assets belonging to 
the organisation. The Information Governance Board will determine whether Information 
Asset Owners are a necessity and assign roles when appropriate. 

 
The Operations Director is also responsible for the protection of all information technology 
assets and general security of the clinic. This workload is shared by the Information 
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Governance Board and all updates regarding Information Governance/security will be 
reported regularly to the Portfolio Delivery Board. 

 

5.4) Assistant Information Governance Lead 
 
The Assistant Information Governance Lead Mr. R Forrester is responsible for supporting 
the Information Governance Board through data quality assistance, Information Governance 
audits and other responsibilities identified by the Information Governance Board. 

 

5.5) Project Leads 
 
It is the responsibility of ABL Project Leads to ensure that permanent and temporary staff and 
anyone contracted to the clinic are aware of: 

• Their personal responsibilities for information governance 

• The information governance policies applicable to their work 

 

5.6) All staff 
 

All staff must be aware of ABL’s governance strategy and policies and must comply with all 
information, governance security procedures – including the maintenance of information 
confidentiality and data integrity. Failure to comply may result in disciplinary action. 

 
Any member of staff using information systems must be aware of and comply with the current 
security requirements and in doing so ensure that the confidentiality, integrity and availability 
of the information they use is maintained to an exemplary standard. 

 
Ultimately all staff hold responsibility for ensuring that they are aware of the requirements 
incumbent upon them and for ensuring that they comply with these on a day to day basis. 

 

5.7) External Contractors 
 

Where external medical practitioners are allowed access to ABL’s information system, a 
contract will be in place to ensure that such practitioners comply with all relevant security and 
confidentiality policies. 

 

6) Information Security 

ABL has established and maintains policies for the effective and secure management of its 
information assets and resources. 

 

Any breach of Information Governance across ABL will be treated as a disciplinary issue and 
may have serious consequences. Although ABL Health as a corporate body is the Data 
Controller registered with the Information Commissioner, the Data Protection Act places a 
personal liability on an employee in the event of an offense being committed with his/her 
consent or connivance or attributable to her/his neglect. This means that the individual may 
be liable to prosecution as well as ABL Health. 

 

6.1 
 

ABL will undertake annual assessments/audits of its information and IT security arrangements 
 

6.2 
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Information governance security requirements will be addressed whenever recruitment 
occurs. 

• Contracts of employment will include a confidentiality clause 

• Job definitions will contain information on governance security requirements 
 

6.3 
 

ABL will promote effective confidentiality and security practice through its policies and 
procedures supplemented by information security awareness training 

• The staff induction process will include information security awareness training 

• Staff are required to undertake annual Information Governance training and 
assessments (which may take the form of e-learning modules) 

• Staff awareness will be refreshed and updated as necessary 
 

6.4 
 

ABL has incidence reporting procedures and will investigate all reported instances of actual 
or potential breaches of confidentiality. All security incidents and weaknesses are to be 
reported to the Information Governance Lead and they will be investigated to establish their 
cause, operational impact and potential outcome. 

 

6.5 
 

Only authorised staff will be given access to restricted areas containing information technology 
equipment and physical patient records 

 

6.6 
 

Access to computer facilities will be restricted to authorised users who have a clinical or 
business need to such facilities 

 

6.7 
 
In order to minimise loss or damage, information equipment and records will be protected from 
security threats and environmental hazards. This includes never leaving any administration 
area unattended when patients, their families or staff without authorised access are in the 
building. Paper records must always be returned to the (locked) cupboards and the keys must 
be signed in and out accordingly. 

 

6.8 
 
ABL has management procedures and will use software counter measures to protect against 
threats by malicious software. No staff member must install software on ABL’s property 
without permission from Mr A Leslie. Staff breaching this requirement may be subject to 
disciplinary action. 

 

6.9 
 

Any discs containing software or data from external sources or that have been used in external 
equipment must be fully virus checked before being used on ABL’s equipment. 
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6.10 
 

An audit trail of system access/use will be maintained. Inappropriate use may result in 
disciplinary action (please see Acceptable Use Policy) 

 

6.11 
 

ABL will ensure that business continuity and disaster recovery plans are produced for all 
critical information, systems and networks. 

 

7) Management of Information: openness 

7.1 
 

Non confidential information on ABL and its services is available to the public through a variety 
of media 

 

7.2 
 
ABL has established and maintains policies to ensure compliance with the Freedom of 
Information Act 

 

7.3 
 

Service users have appropriate access to information relating to their own care, their options 
for treatment and their rights as service users 

 

7.4 
 

ABL has a clear lead – Mrs S Chilton and procedures for liaison with the press and 
broadcasting media, and for handling queries from service users and the public 

 

8) Information Quality Assurance 

8.1 
 

ABL has established and will maintain policies and procedures related to the quality of 
information collected and the effective management of all records held. 

 

8.2 
 
Audits of information quality and records management arrangements will be undertaken by 
the relevant project managers as well as periodic external review from Indelible Data. 

 

8.3 
 

Whenever possible information quality should be assured at the point of collection 
 

8.4 
 
All staff with a responsibility for patient record creation/monitoring/maintenance will be given 
training to ensure high quality data input. 
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9) Change Management 

ABL is aware that even minor changes to the process could impact on ABL’s ability to keep 
the information secure and comply with the current legislation. 

 
The introduction of change can have an adverse impact on the quality, security and 
confidentiality of the information being handled. At an early stage of the proposal of the change 
a Private Impact Assessment (Appendix 1) should be conducted. 

 

The Information Governance Board will conduct a Private Impact Assessment wherever a 
change in Information Governance policies is considered. This and any associated risks will 
be reported to the Portfolio Delivery Board. 

 
 

Any new data handling or storage systems require the approval of the Directors of ABL. The 
introduction to the new information assets or major changes to existing assets will be managed 
using the PRINCE (Projects in a controlled Environment) methodology. 

 
 

Technical changes and upgrades to the existing core information systems will be subject to 
formal change control procedures managed by IM&T. ABL conducts an initial risk analysis to 
find out any impact on data protection confidentiality or information security as a result of any 
change, before changing a system or process. Any issues recognised at this stage have to 
solved, before the change is authorised to take place. This will be managed and reported 
through the Information Governance Board Risk Register. 

 

10) Reporting 

There will regular dialogue regarding the information security status of ABL at regular 
meetings, and all Project Managers will record any risk through their project risk registers. This 
will be monitored through the Information Governance Board and where the risk is high, will 
be reported to the Portfolio Delivery Board (see Risk Management Policy) 

 

11) Training 

Annual information Governance training has been made mandatory by the Department of 
Health in compliance with the NHS Operating Framework. All staff receive an annual basic IG 
training appropriate to their job roles. On-going awareness training will be provided to all the 
staff, updating the principles of Information Governance. 

 
The training tool provided by NHS is used for allocating the staff with the necessary training 
based on their job roles. The training needs will be assessed annually in order to identify the 
training required by each staff in order to fulfil their responsibilities. All the staff with access to 
the client’s PID information is allocated with high level training in Confidentiality, records 
management and Data Protection etc. whereas the staff who doesn’t have access to the 
client’s PID information are allocated with the basic levels of training. When the training needs 
for each staff are assessed each staff is informed about the training they have to attend and 
the deadline for the training. If an external training is provided, the staff will be informed of the 
date and venue of the training they have to attend. 
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11.1) Method of training 
 

The training method used by ABL is e-learning. All the staff will be provided with the login 
details for accessing the IG Training tool. 

 
All staff have to attend online training visiting the following website: 
https://www.igte-learning.connectingforhealth.nhs.uk/igte/. The tool also provides the ability to 
track the training completed by all the staff. 

 

11.2) Frequency of Training 
 
The basic Information Governance Training is incorporated into the Induction Programme 
which has to be attended by all the new staff. All the key staff are allocated with the advanced 
modules of the IG training tool. 

 

11.3) Monitoring Compliancy 
 
All the training records are monitored by the Information Governance Lead, Mr N Warnett who 
will notify the individuals where the compliance is low requesting them to complete the required 
modules. 

 

Following any ‘near misses’ or risks regarding Information Governance, the IG Board may see 
it fit to send out Information Governance reminders or initiate extra training. An example can 
be found in Appendix 2 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Appendix 1 
 

Initial Private Impact Assessment 

https://www.igte-learning.connectingforhealth.nhs.uk/igte/
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Question 
 

Response 

 
1. Does this proposal change the way ABL handles personal information 

or introduce any new ways of handling or processing personal 
information? 

 

 
2. Does this proposal involve third party organisations accessing or 

processing personal information held by ABL? 

 

 
3. Does this proposal involve the export of personal data held by the ABL 

outside the UK, or provide access to personal data held by the ABL to 
organisations outside UK? 

 

 

4. Does this proposal involve personal information collected by ABL for 
direct healthcare purposes being processed for any other purpose? i.e. 
research, marketing, billing, administrative support 

 

 

5. ABL has a duty to protect personal information it holds from unlawful or 
unauthorised access and from accidental loss, destruction or damage. 
Does this proposal introduce any new risks that could have an adverse 
impact on our ability to discharge this duty? 

 

 
6. Does the proposal in any way reduce the quality of information 

ABL collect or our ability to validate it? 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

Appendix 2 
Example Information Governance Reminder for staff 
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Re: Information Governance Procedures 
 
 

 

Following a ‘significant event analysis’ concerning a potential breach of patient confidentiality 
I thought it was useful to remind everyone of the importance of Information Governance. As 
part of your induction with ABL everyone is expected to complete a series of online modules 
that are intended to raise your awareness of these issues and provide a framework to 
operate within. 

 
It goes without saying that patient data should at all times be treated with the upmost 
confidentiality. 

 
A few points I would like to remind everyone of: 

 
1.  1. The ABL email system is not a secure email system (like the nhs.net addresses) 

and as such must never be used to send any patient identifiable data. This applies 
even if you are sending the information to an nhs.net address. For simplicity, I would 
suggest that you never use email to discuss a patient with another member of staff, 
send information such as weight loss data or ask for advice concerning a patient. If 
there is no other alternative way of communicating then stop and check with your 
project lead about how to proceed. 

2.  2. Remember that any information collected about patients on your laptop at 
sessions must be adequately protected also – each file should be password 
protected (if you are not sure how to do this please ask). All laptops should be 
password protected also and remain in your secure possession at all times. 

3. 3. Mobile device should never be used to transmit any type of patient information. 

4.  4. Never share your password with anyone else – each ABL user has his or her 
own password and this should remain confidential to you at all times. It should be 
changed frequently. 

5.  5. Lack of vigilance when securing your laptops can also lead to breaches of 
confidentiality. This can as simple as: 

a. leaving a screen visible to other patients in the group 

b.  getting up from your desk and leaving the laptop active (i.e. not locking the 
laptop when you are away from it). 

c. not properly logging off 
 

6.  6. Information security breaches can also occur with paper-based records and these 
should be treated with the same care. Please do not leave records unattended or 
visible. If records are removed from the office they should be signed out with the 
appropriate person. The person who signs them out needs to be aware that they take 
responsibility for their security at all times until they are signed back in. You must be 
aware of how to transport paper records securely if taking them off-site. 

7.  7. Patient have a legal right to view all information recorded about them so please 
ensure all information recorded about patients is factual, accurate and carefully 
recorded on either electronic or paper-based media. 

 
It is in all our interests to treat this matter with the importance and responsibility that it 
deserves. Any breach of patient confidentiality will be treated as a disciplinary issue and may 
have serious consequences. Although ABL Health as a corporate body is the Data Controller 
registered with the Information Commissioner, the Data Protection Act places a personal 
liability on an employee in the event of any offence being committed with her/his consent or 
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connivance or attributable to her/his neglect. This means that the individual may be liable to 
prosecution as well as ABL Health. 

 
I acknowledge that I have read and understood the contents of the above letter and 
will at all times work within NHS/ABL Health Ltd Information Governance procedures. 

 
 
 
Signed; Dated; 
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Addendum – Skype Policy 
 
About SKYPE 
Skype is a platform that allows for video, audio and text messaging. 
It is used for business purposes at ABL Health, and is owned by Microsoft, coming 
as part of the package with 365/Sharepoint. 

 
It is fairly secure in that it may soon become approved for use by the MOD and 
healthcare in the future, and is used by some mental health trusts. 
Data is stored in the EU but there is a plan for this to be migrated to the UK (perhaps 
in the next year) which will improve security. 

 
Security is not absolute, but is minimised to as much as reasonably possible, and is 
as secure as one would expect for telephone calls which are often used in the vast 
majority of organisations including in healthcare. 

 
The same rules apply as for emails with regards to SKYPE use: 

• Use patient ID, not personal details 

• Any attachments sent across/uploaded via SKYPE should not include 

personal data. 

 
SKYPE VIDEO & CALLS 

 
Similar rules apply regarding discussing cases over SKYPE as they do when using 
the phone – use patient ID rather than patient identifiable information. 

 
There may come a time when consultations with patients occur over SKYPE. The 
same confidentiality rules must apply in such cases as in face-to-face or telephone 
encounters. 

 
If any group SKYPE consultations are occurring with more than one client, then each 
client must consent to being part of the group, as they will be then acknowledging 
that whatever is discussed in this setting will be shared with only those involved in 
the group. This consent can be verbal. 


