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1) Introduction 
 
This policy lays the framework for a formal information risk management programme, which 
establishes the responsibility of information risk identification and analysis, planning for 
information risk mitigation, information risk management and its oversight for all ABL Health 
(ABL) staff. 
 
Information risk management is an essential element of broader information governance and is 
an integral part of good management practice. The intent is to embed information risk 
management in a very practical way into business processes and functions. 
 
ABL understands that a structured approach to Risk Management is imperative and it will ensure 
that this policy is implemented company wide. This policy will sit alongside ABL’s suite of Patient 
Care and Information Governance policies and existing NHS information Governance 
frameworks to ensure all information risks are identified and mitigated to a tolerable level.  

   

2) Purpose 
 
The purpose of the Information Risk Management Policy is to: 

• Ensure that all information systems operated by ABL are risk assessed in order to avoid 
any critical situations. 

• Protect ABL, ABL’s staff and client’s from information risks where the likelihood of 
occurrence and the consequences are significant 

• Provide a consistent risk management framework in which information risks will be 
identified, considered and solved prior to the actual incident happened. 

• Encourages pro-active rather than a re-active risk management. 

• Provide assistance and improve the quality of decision making allowing sufficient time for 
solving the issue. 

• Assist in safeguarding ABL’s information assets. 
 

3) Definitions 
 
Key definitions are: 
 
Risk 
The chance of something happening which will have an impact upon the objectives. It is 
measured in terms of consequences (the outcome of an event or a situation, expressed 
quantitatively or qualitatively) and likelihood (a qualitative description or synonym for probability 
or frequency) 
 

Risk Assessment 
 
The overall process of risk analysis and risk evaluation 

 
Risk Management 
 
The culture, processes and structures that are directed towards the effective management of 
potential opportunities and adverse effects. 
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Risk Treatment: 
 
The process of selecting and implementing an appropriate option for dealing with risk. 
Conceptually treatment options will involve one or a combination of the following five strategies: 

o Avoid the risk 
o Reduce the likelihood of occurrence 
o Reduce the consequences of occurrence 
o Transfer the risk 
o Retain/accept the risk 

 
Risk Management Process: 
 
The systematic application of management policies, procedures and practices to the tasks of 
establishing the context, identifying, analysing, evaluating, treating, monitoring and 
communicating risk. 

 

4) Responsibilities 
 

4.1) The Director Board 
 
The ABL Director Board holds overall responsibility for this policy.  

 
4.2) The Senior Information Risk Owner (SIRO)  
 
The SIRO – Mr Andrew Leslie, is responsible for ensuring the Information Risk Policy is 
developed, implemented, reviewed and is effectively monitored.  

 
4.3) The Information Governance Board 
 
The Information Governance Board will support the SIRO to distribute and audit this policy.  
 

4.4) Information Asset Owner (IAO) 
 
The Information Asset Owner, the Operations Director, is responsible for understanding and 
addressing risks to the information assets which he oversee’s (i.e. programme information risks). 
The IAO is also responsible for providing assurance to the SIRO on the security and use of 
these assets.  
 
The IAO will regularly undertake risk assessments on the information assets which they have 
ownership of, and will support the Information Governance Lead and the SIRO in data mapping 
exercises.  
 
The IAO will submit all risk assessments on Information Assets to the Information Governance 
Board.  
 

4.5) Information Asset Administrators (IAA’s) 
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All Project managers and the Assistant Information Governance Lead (AIGL) are Information 
Asset Administrators (IAA’s). They are responsible for ensuring that all Information Governance 
policies and procedures are followed, that all potential/actual information risks are recognised 
and that all information asset registers are monitored and up to date.  

 
  

5) Information Risk Management Process 
 

5.1)    Information Assets 
 
An information asset is a body of information, defined and managed as a single unit so it can be 
understood, shared, protected and exploited effectively. Information assets have recognisable 
and manageable value, risk, content and lifecycles. 
 
ABL will group all information assets into a logical manner, e.g. where assets are related to the 
same information system or business process.  
  
Information Assets come in many shapes and forms. Therefore, the following can only be 
illustrative. Typical assets include: 

Personal Information Content Software 
• Databases and data files 

• Back-up and archive data 

• Audit Data 

• Paper records and reports 

• Application and System Software 

• Data encryption utilities 

• Development and maintenance tools 

Other Information Content Hardware 

• Databases and data files 

• Back-up and archive data 

• Audit data 

• Paper records and reports 

• Computing hardware including PCs, 
Laptops, PDA, communication 
devices etc. 

System/Process Documentation Miscellaneous 

• System information and documentation 

• Operations and support procedures 

• Manual and training materials 

• Contracts and agreements 

• Business continuity plans 

• Environmental services e.g. power 
and air-conditioning 

• People skills and experience 

• Shared service including Networks 
and printers 

 
 
5.2)   Information Risk Management Assessments  
 
A formal information security risk assessment and management programme will be 
implemented by the SIRO and impacts are properly assessed and included within the 
Corporate risk register of ABL (more information on company risk management can be 
found in ABL’s Risk Management and Risk Register Policies). All risks identified during 
the assessment should be completed on the risk assessment form and submitted to the 
Information Governance Board. 
 

6) Identifying Information Assets 
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In order to identify all the information an audit will be conducted in line with ABL’s Data Mapping 
Exercise. Before conducting the audit ABL will talk to all the representatives of the organisation 
in order to ensure that all the aspects of the business are covered.  
 
In order to identify an asset as an information asset, the following questions have to be 
answered: 

• Does it have a value to the organisation? Will it cost money to reacquire the information? 
Would there be legal, reputational or financial repercussions if you couldn’t produce the 
information on request? Would it have an effect on operational efficiency if you could not 
access the information easily? Would there be consequences of not having this 
information? 

• Is there a risk associated with the information? Is there a risk of losing the information? Is 
there a risk that the information is not accurate? Is there any risk that someone may try to 
tamper with it? Is there any risk arising from inappropriate disclosure?  

• Does the group of information have a specific content? Do you understand what it is and 
what it is for? Does it include the entire context associated with the information?  

• Does the information have a manageable lifecycle? Were all the components created for 
a common purpose? Will they be disposed of in the same way and according to the 
same rules?  

7) Identify the need to use the information 

Once Information Assets have been identified they are recorded by the Information Asset Owner 
– Mr Adam McCooey into the Information Asset Register.  
 
For each Information Asset, ABL identifies and records the following fields on the Asset 
Register.  
 

Fields on an Information Asset Register 
Description • Brief description of what the asset is  

• More detail on what the components of 
the asset are 

Users • Who created the asset, or where does 
the asset come from?  

• Who is the Information Asset Owner?  

• Which department holds responsibility 
for the asset?  

• Who are the stakeholders? 

Date • Creation date  

• Date closed (for closed assets)  

• Last date asset register was 
reviewed/updated 

Asset Status • Is this asset being actively updated? 

• Has the asset been closed? 

Purpose • What part of the business does this 
asset support?  
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• Business risks from or to the asset 

Value • What part of the business does this 
asset support?  

• Business risks from or to the asset  

Retention schedule • How long should it be kept in 
immediate access?  

• What should happen to it when it no 
longer needs immediate access?  

• What are the disposal requirements?  

How do you need to use your asset? • How will you find the information?  

• Who can open the information and 
how?  

• How do you need to be able to work 
with the information?  

• What do you need to be able to 
understand about your information?  

• To what extent do you need to prove 
your information is what it claims to be? 

Risk • What are the risks to the asset?  

• What are the risks to the business from 
the asset (for example from its loss, 
corruption or inappropriate access)? 

 
The Information Asset Register is owned by the Information Asset Owner and will be shared and 
reviewed with the Information Governance Board on a regular basis. The Information Asset 
Owner will ensure regular communication with the Information Asset Administrators to ensure 
any changes/increased risk to any Information Assets are recorded and assessed.  
 
Once all the Information Assets have been identified the Information Governance Board will 
undertake a thorough data mapping exercise for each asset to ensure all risks associated with 
an asset are identified and mitigated to a tolerable level.  
 
The data mapping exercise will detail what happens with each information asset throughout it’s 
lifespan, including who has access to it, how it may be transferred and how the asset is stored. 
 
For ease of use ABL may categorise data assets for the data mapping exercise. A category can 
be broadly defined to include assets which are relative in the information they hold, are 
assessed and used by the same individuals, and are stored in the same way. Examples of 
categories ABL holds are 

- Patient Information held in paper files 
- Personnel records  
- Patient care studies 

 
As part of the Data Mapping exercise Information Assets/categories will be subject to a thoroug 
risk assessment. For each Information Asset ‘key’ steps will be identified. Each step of the 
Information Assets lifespan will be rigorously risk assessed. Steps include; 

- When the Information Asset is created 
- When the Information Asset is transferred / moved 
- When the Information Asset is stored 
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- Where the Information Asset is stored 
- Who has access to the Information Asset 
- How long the Information Asset is stored for  
- How the Information Asset is destroyed 

 
For each step ABL will identify what risks are apparent, mitigating actions for those risks, their 
effectiveness and a residual risk score.  
 
Actions to reduce risks to ABL’s Information Assets will be reviewed and updated on a regular 
basis.  
 
All risk assessments will be held by the Information Governance Board and any higher level 
risks will be identified on the Corporate Risk Register.  
 
To sustain the usefulness of the Information Asset Register and ABL’s Data map, it is vital to 
maintain and update them regularly. All staff should be aware of the IAR and where it is located.   
 

8) Security of Assets 
 
The SIRO is responsible for the security of all major IT assets.  Data security should be 
maintained by regularly backing up data.  Some information is backed up to a USB storage 
device which is then stored securely.  Other data is backed up to a high capacity tape which is 
stored securely.  An Uninterruptible Power Supply (UPS) is also in place for key items of 
equipment (eg: servers).   
 
All information processed by staff for ABL is to be stored on the shared drive S:/ (known as S 
drive on the network).  NO INFORMATION SHOULD BE STORED ON THE C:/ (LOCAL 
HARD) DRIVE OF THE COMPUTER. 
 
Computers must not be left unattended when logged on.  Whenever staff move away from a 
workstation they should ensure they have logged off or locked the workstation.  When leaving a 
place of work staff must ensure they have logged off and closed down the workstation correctly.   
 
Any portable devices, such as a laptop, are to be kept in a secure location when not in use.   
 
More information on Information Security can be found in ABL’s Information Security Policy.  


